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The IoT is a complex interconnected system of sensors, actuators,
smart devices, e.g. smart fridge, and software applications that
communicate together to perform some tasks or respond to an
event. However, the heterogeneity of such communications is
challenged by the lack of a shared infrastructure and common
standards for the IoT [3]. In addition, until unconventional power
sources are developed to recharge things’ battery or prolong their
life, power consumption remains a restriction and forms a strong
limitation that challenges things in the IoT. Consequently, these
limitations pose significant challenges to the management of the
IoT.

Abstract—The Internet of Things is an emerging research area
promising many interesting solutions to various problems
encountered in various domains. The ever-expanding networks of
sensors, actuators and smart devices on the Internet of Things, will
raise interesting challenges for service and network management.
This paper explores these challenges and expands on an already
proposed management platform for the Internet of Things. The
platform offers a management solution for things, specifically
constrained things that suffer from limited computation and power
resources. Also, this work introduces and demonstrates some of the
monitoring and control management capabilities provided by the
proposed platform. The results of a smart home experiment
conducted to show the advantages of this platform are also reported.
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Therefore, the requirements needed to manage things in the
IoT need to be addressed. This is necessary to determine the
suitable control, monitoring and processing capabilities for
managing the IoT. Reliable security and privacy solutions for the
management of things and IoT networks need to be considered as
well. Thus, current network and service management protocols
need to be explored and investigated. Such investigations should
help in determining if existing management solutions can be used
or adapted for the management of the IoT; or whether a whole new
set of management protocols are needed for managing the IoT.

Management;

INTRODUCTION

A primary aim of the Internet of Things (IoT) is to bring
connectivity to every physical object. This evolvement in
communications, specifically things to things communications,
promises to revolute many industries, ranging from supply chains
to e-health. Currently, a number of research on the IoT is aimed at
facilitating and enabling the anticipated ubiquitous
communications between things with minimal human
interventions [1]. In the very near future, societies and businesses
will shift from being interested in the IoT technologies to
becoming more dependent on the IoT. This dependency is rising
as time goes by and as more automation becomes increasingly
integrated into the IoT services and applications.

To address these management challenges, the Internet of
Things Management platform (IoT-MP) is proposed. Previous
work in [4] introduced the architecture and the major components
of the proposed platform. This work is a continuation of the
previous work. It shows how the IoT-MP is used to support
partially some fundamental management functions, including
those needed for the proper monitoring and control of things. Also,
this work demonstrates the IoT-MP communications capabilities
as well.

In their basic fundamentals, IoT applications enable the
sending of information sensed by things or actuating the physical
environment of things remotely over the Internet. Combining
these basic sensing and actuating services with other services
provided by smart things and other IoT applications will ultimately
lead to the automation of the various IoT tasks on the Internet.
Accordingly, automated services will eventually sustain things-tothings and people-to-things communications, not only within local
area networks but also distributed over heterogeneous
communication networks.

The remainder of this paper is structured as follow: Section II
describes the management challenges facing the IoT. Section III
introduces the proposed Internet of Things platform. Some control
and management operations provided by the proposed platform
are described in this Section as well. Section IV introduces a Smart
Home experiment implemented based on the proposed platform.
The results collected from these experimental works are also
reported in this section. Conclusions remarks and future works are
given in Section V.

This rapid revolutionary development of communications pose
some serious challenges to the widespread adoption of the IoT [2].
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II.

MANAGEMENT CHALLENGES

For instance, monitoring, reporting and alerting the change in
things’ state (e.g. the status of an actuator whether it is on or off),
the ambience’s temperature, hardware’s temperature, battery’s
levels, among others, are important for the performance
management of the IoT.

With the evolvement of the IoT, comes the need for
management. Traditionally, network management is needed to
manage network equipment, devices, and services. However, with
the IoT, there is a need to manage not only these traditional devices
but also a completely new range of things that simply has the
communication capability. Therefore, management solutions are
needed because a large number of various things connected to the
Internet will communicate with each other, generating a large
amount of traffic [5]. With billions of tiny things equipped with
sensors and actuators entering the digital word, powering devices
like lights, electric appliances, home automation systems and a
vast number of other integrated machinery devices, transport
vehicles, and equipment; management of things becomes vital.

C. Security and Privacy Challenges
There are obvious security concerns in the IoT such as
authorization, authentication and access control which need to be
addressed [11]. For instance, data control is one of the most
significant barriers to the adoption of many IoT applications.
While, it is important to solve the problem associated with data
ownership, it can be left to regulatory and policy makers.
However, it is significant to provide ways to control access to
things’ data which allow users to decide to whom, when and to
which extent, their private information are revealed.

A. Maintenance and Control Challenges
For the successful deployment of the IoT, obvious
management functionalities such as remote control, monitoring
and maintenance are needed [6]. These management
functionalities enable managers to perform many maintenance
tasks remotely over the Internet. Also, they help in reducing errors
and accelerating response time. The ability to turn things on and
off, disconnecting things from specific networks, and monitoring
the statuses of things are amongst the essential tasks that a
management system should support. On the other hand, having a
management system deployed in an IoT network helps in
eliminating travel’s and staff training’s costs. Also, it helps in
accelerating the response to failure events. For example, a
management system that supports the remote monitoring, via the
Internet, of sensors and smart objects deployed in remote locations
such as in healthcare [7] or a busy city is highly beneficial. Such
system allows managers to control remotely, diagnose errors, and
troubleshoot things in real time, reducing costs and accelerating
many maintenance tasks [8].

The fully-connected IoT smart home, for example, offers
many benefits to users. Controlling accesses to doors, lighting, and
appliances are a desirable technology for households. However,
there is a tradeoff between the control privileges versus the
management counterparts. This includes issues such as ongoing
maintenance, interaction control and, significantly, security.
Given that things are mostly accessible via unsecured networks
such as the Internet, security plays a central role in the appropriate
management of the IoT. Therefore, controlling accesses to data
such as the date, time, location, and who has access to things and
the data they produce, are examples of the security, and even
privacy, requirements needed in the IoT.
In regards to privacy, things have their users and owners. Thus
the information they collect and know about a user’s environment,
or/and the user, in general, are always at a risk of exposure.
Therefore, traditional privacy risks associated with the used of
sensitive or private data such as payment information, social
security numbers, energy consumptions and others need to be
considered in the IoT. A second exposure relates to the fact that
the more the IoT systems become interconnected, the greater these
systems are at risk of disclosing private information, such as
location information, to unauthorized entities [12].

B. Performance Challenges
Monitoring the performance of things and the IoT network is
among the requirements needed for the management of the IoT
[9]. Nevertheless, performance becomes extremely significant in
IoT applications that deploy things in remote locations where
accessibility is an issue. Performance is also considered important
in emergency applications where failures can be catastrophic [10].
Thus, management solutions should provide the capabilities
needed to monitor the performance of things and the IoT network
as well. This includes the functionalities that allow the early
detections of errors, diagnosis of problems, and resolution of
network issues before the occurrence of failures. Performance
statistics related to response time, availability, up and down time,
and others are also considered highly advantageous.

Interestingly, in the IoT, security and privacy impact on the
personal safety of users as well. The unauthorized accesses to
private information, remote controls and modifications of things,
and their statuses could harm the physical safety of users. For
example, securing the IoT vehicular networks is important for the
personal safety of drivers. In [13], some security and privacy
threats in the IoT are reported.
III.

THE INTERNET OF THINGS MANAGEMENT PLATFORM

The Proposed platform is based on a distributed architecture
adapted from the Simple Network Management Protocol (SNMP)
architecture. It utilizes agents and managers to provide the

Other performance requirements relate to the things’ hardware.
This is because, providing insights into the health of things and
their networks is an important performance activity.
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These attributes carry the management information of things
supplied by agents. In addition to providing management
information, agents perform the operational role of processing
requests received from managers, and sending responses to these
requests. Agents send notification alerts to managers when an
event occurs as well. Consequently, this management information,
which are supplied by agents and stored in the management
database in the form of attributes, are used by management
applications to manage, monitor and control things. Things’
information, such as sensory data are exchanged between the
agents and managers using a defined messaging scheme. The
manager uses messages to request management information from
the agent. Each message sent to the agent, and the manager makes
reference to a particular managed thing. An agent can supervise
only one thing at a time.
This approach provides the manager, using a management
application, with the capabilities of monitoring and controlling
things using agents. Some of the current supported messages by
the IoT-MP are GetUpdate(), GetLocation() and GetStatus().
These messages are sent by managers to agents. The IoT-MP
agent responds with a Response () message. Agents can also be
configured to send alert messages to managers. For example, if a
specific event or condition occurs, such as a failure in the network,
agents send an alert message to the manager. Table I shows the
descriptions of some of the messages exchanged between the
manager and agent.
Two important messages designed specifically to work with
things that have sensing and actuation capabilities are the
GetUpdate() and Actuate() messages. The message format of these
messages is described in [4].

Figure 1- IoT’s two-tier Architecture

TABLE I MESSAGES EXCHANGED AND THEIR FORMATS
Message
Figure 2- Hierarchal Architecture

Management functionalities needed for monitoring, controlling
and managing location privacy of things. The IoT-MP is a simple
two-tier model, as shown in Fig 1, consisting of an agent which
could be residing on the managed thing, or in its local area
network. And a manager that resides somewhere on the
communication network. Multiple agents can interact with a
manager, and multiples managers can interact with an agent.
Managers can interact with other managers as well. A manager can
act as an agent for other managers, and a manager can act as a
manager of managers.
Figure 2 shows how managers communicate via a Manager of
Manager (MoM). In this case, the manager acts as an agent to the
MoM. Therefore, the IoT-MP model architecture varies from a
simple two-tier model to a sophisticated hierarchal structure of
multiple agents, managers and MoMs. The IoT-MP uses an
extensible design where things are defined using attributes on the
management database located at the manager.
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Description

Message Get()

This message is initiated by the manager in
order to retrieve some information from an
agent. For example, GetSatus () will retrieve the
status of the managed thing.

Message Set()

This message is initiated by the manager to
perform an operational change on things. For
example, the management application could
change the status of an actuator from on to off.

Message Alert()

This message is initiated by an agent and sent
to the manager as an alarm. For example, an
agent could send a message to the manager
advising that one of the managed thing’s status
has changed (an appliance is turned off, an
actuator status has changed from off to on
etc…).

Figure 3- Sequence Diagram

readings as well. These additional readings can be used to extract
location information. They help in determining whether the
location of the lamp has changed or if the lamp is mobile.
The user can view this information using a mobile application
developed and supplied by Texas Instrument. The mobile
application displays in real-time the data collected by the sensors.

A manager initiates the GetUpate() message and send it to an agent
requesting an update on the data sensed by a sensor. While Actuate
() is a message sent from the manager to an agent initiating an
actuation mechanism on an actuator. An actuator is a device with
an actuation capability. The sequence diagram of the message
GetUpdate() is given in Fig. 3.
IV.

B. Implementing the IoT-MP
The mobile application, developed by Texas Instrument,
provided a way to view the data collected from the sensors over
Bluetooth. However, the setup remains in the form of a local area
network. Therefore, further developments which involved several
software and hardware implementation took place in order to bring
this Bluetooth communication model to the Internet. The purpose
behind these implementations is to create a more reasonable IoT
environment. Ultimately, this will provide the work with a more
realistic IoT scenario for the proper application of the proposed
IoT-MP. Thus, enabling to evaluate and validate efficiently the
management capabilities of the IoT-MP.
Consequently, the components of the IoT-MP were
implemented as part of this IoT experiment. Figure 5 shows how
the experiment used the IoT-MP’s agent-manager architecture in
order to make the information available on the Internet. The agents
are software applications that could even run on mobiles, tablets
or computers. This software has Bluetooth functionalities
implemented allowing them to establish a communication with
Things. On the other hand, the manager is implemented as part of
a server application that resides on the Internet. The
implementations of the manager include a web service (API). This
API is implemented specifically for the purpose of establishing a
communication between the manager and the agents.
Communications between agents and managers are secure and
encrypted using the SSL3.0 protocol.
The Bluetooth
communication between things and the mobile device are
encrypted using 128 bit AES.

THE EXPERIMENTAL WORKS

This section describes the experimental works and analyzes the
collected results. To evaluate and validate the proposed platform,
an experiment is developed. The experiment aims to demonstrate
the management capabilities of the proposed IoT-MP in an IoT
setup. The experiment involves several software and hardware
implementations.
A. IoT Scenario
In order to implement the IoT-MP, an IoT scenario was first
setup. Fig 4 shows the Smart Home demo. In this demo, Bluetooth
low energy enabled sensors developed by Texas Instrument were
used [14]. The sensors have the following sensors: temperature,
humidity, pressure, accelerometer, gyroscope and magnetometer.
The sensors use Bluetooth Smart, also known as Bluetooth 4.0, as
a medium of communication. According to the manufacturer, the
onboard battery attached to these sensors should last up to one year
in operation.
To create a Smart Home system, we attached the sensors to a
number of household appliances. The sensors are configured to
send the collected information to the user using a mobile
application. For example, the sensor attached to the Microwave
collects the following information: the ambiance temperature, the
object temperature (the microwave in this example) and pressure
information.
In addition to temperature information, the sensor attached to
the lamp provides accelerometer and magnetometer sensors’
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Figure 4- The IoT Demo Scenario
Figure 6- Update () Message Flowchart

The manager relies on the IoT-MP messaging scheme
described in Section III, for all aspects of communications with
agents.
To this end, the IoT-based Smart Home system is implemented
and put into operation. Fig. 6 shows a periodic message called
Update () which makes the sensors’ data available on the Internet
using the IoT-MP. Also, Fig 6 shows some management
information (last received update, location, status) provided by an
agent to a manager.
This information is used by management applications in order
to perform management functions on things. Consequently, the
IoT-MP’s functions allow the user, using the management
application, to initiate management activities on things remotely
over the Internet. For instance, the message GetStatus() shown in
Fig.7, is used to retrieve the latest status of a thing e.g. the lamp.
The response for this message include information on the current
state of the sensor (on, off), the Bluetooth connection status
(connected/disconnected), location of the lamp, and how long the
lamp has been running. Therefore, these management messages
provide important monitoring and control capabilities necessary
for the proper management of things in the IoT.
The experiment conducted in this work offers an example on
how the IoT-MP can be used to support management over services
such as control and monitoring of things, remotely over the
Internet. Also, the experiment demonstrates the IoT-MP’s
communications capabilities. It shows that the IoT-MP
incorporates a systematic model of communications which allow
Figure 5- Smart home application based on the IoT-MP
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